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Why Security?
Cyberattacks have become nonstop headline news, and effective security is 
key to an organization’s ability to succeed in the economy of the Digital Age.

Protect from Cyber Threats
Whilst ever-expanding connectivity and IoT technologies bring a world of 
new opportunities, they also bring new risks. In the Digital Age, cybersecurity 
attacks are a fact of life. Hackers are highly organised, well-funded and 
financially motivated. No company is too small to be an interesting target  
for a cybercriminal.

Reduce Risk, Achieve Compliance 
There is mounting concern at the senior executive level regarding cyber 
risks, information security, and regulatory requirements. A number of data 
protection laws around the world are holding businesses accountable for 
implementing appropriate security measures, and the penalties for non-
compliance are high.

Enable Digital Transformation
Organizations of all sizes are faced with the task of adopting digital business 
models, or risk fundamental competitive disadvantage. Digital transformation, 
however, requires a strong cybersecurity foundation. Concerns about security 
can cause organizations to delay or stop digital initiatives — stifling their 
innovation and growth potential.
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Why Cisco?
The Industry’s Most Effective, Integrated Security Portfolio
Cisco’s goal is to make security less complex by providing a best of breed portfolio that’s deeply integrated 
and delivers solutions that are superb individually, but vastly more powerful when used together. Effective 
security is delivered when the pieces work together. Seamlessly. 

Cisco is widely recognized throughout the industry as offering best-in-class solutions Third-party 
tests of IT security solutions validate vendor claims of solution effectiveness and performance. 
Cisco continues to be a leader in third-party testing year after year.

Cisco’s Security Everywhere... 
“thats pretty brilliant.”

“Cisco...best transaction among 
security vendors”

“Cisco is going on a 
security push”

“Cisco is the clear leader in 
Data Center Security”

2016 Vendor Rating for 
Cisco Security: Positive

Leader: Gartner 2017 
Magic Quadrant for 

Intrusion Detection and 
Prevention Systems

Cisco constantly earns 
Recommended ratings 

from NSS Labs for Breach 
Detection. NGFW, NGIPS

“Cisco’s Network Security 
Portfolio finally stands on 

its own merit”

“Of all security vendors, Cisco is 
most likely to dominate the data 

center market”

– CIO Survey
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Talos: Cisco’s Industry-Leading Security 
Intelligence & Research Team
The Talos Group is an elite team of security experts focused on providing 
superior cyber threat intelligence. Cisco customers benefit by having this 
threat intelligence built into every Cisco security solution and service.  
But also organizations who are not Cisco customers can directly benefit 
from Talos’ research efforts: With a strict commitment to an Open Source 
model, the information is constantly shared with the entire community via 
research papers, blogs, and the rule sets for Snort, ClamAV, SenderBase, 
and SpamCop.

Over the last 10 years Talos has built one of the most comprehensive 
intelligence gathering and analysis platforms in the industry. Talos tracks 
threats across end points, networks, cloud environments, web, and email 
providing a comprehensive understanding of cyber threats and solid, 
actionable intelligence.

Click the following links 
for more information:

Talos Website

Talos Blog

Talos Twitter

Talos YouTube Channel

Cisco Security Reports

http://www.talosintelligence.com
http://blog.talosintel.com
http://twitter.com/talossecurity
http://cs.co/talostube
http://www.cisco.com/go/securityreports
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The Cisco  
Security Strategy
Bringing effective security into focus.
In a world in which the biggest obstacle to effective security is growing 
complexity, Cisco is on a mission to simplify. Cisco’s Integrated Threat 
Defense approach will help organizations address the security challenges of 
the Digital Economy. 

Realities Customers are Facing:

 

As networks and new business models evolve and attackers continue  
to advance, we need to free ourselves from complexity. IT teams struggle 
to manage bloating volumes of IT security products. They struggle to gain 
visibility into threat activity and to reduce the Time-to-Detection (TTD)  
of both known and new threats. According to studies by Cisco’s Talos  
Group, a large amount of attacks that penetrate into the network manage  
to persist without detection for months before they are discovered and,  
once discovered, several weeks before full containment and remediation  
are achieved. 

Truly Effective Security is Simple, Open and Automated 

Simple: Cisco has found ways to increase security effectiveness without 
adding complexity. To make security simple to deploy, scale and manage  
it requires that we think architecturally versus point products 

Open: Cisco builds products designed to interoperate at every level of the 
security stack, not only across their own portfolio but also with products 
provided by other vendors 

Automated: Cisco security solutions are automated across physical, virtual, 
and Cloud-based infrastructure to reduce Time-to-Detection (TTD) and 
quickly remediate attacksLearn more at 

cisco.com/go/security

http://cisco.com/go/security
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Cisco Security         
Key Products
Next-Generation Firewall & Unified 
Threat Management
Block threats and quickly mitigate those that do breach the defenses 
with Cisco’s leading Next-Generation Firewall (NGFW) solutions. 
Available on many appliance models and in both physical and virtual 
form factors. 

Cisco ASA with FirePOWER Services & Cisco Firepower NGFW 

Combines Cisco’s proven network firewalls with Cisco  
Next-Generation IPS (NGIPS), and Cisco Advanced Malware 
Protection (AMP) 

Wide range of hardware models: appliances for small and medium 
businesses, midsize appliances for the Internet edge, modular  
high-performance appliances for data centers, ruggedized models 
for industrial environments 

Firewall throughput from 256 Mbps to 225 Gbps, Threat Inspection 
from 125 Mbps to 90 Gbps, depending on hardware model 

Cisco ASA Virtual Appliance (ASAv) NGFW 

A virtualized network security solution based on the ASA 5500-X 
firewalls, designed to work in hypervisor environments 

Supports traditional as well as software-defined networks (SDN)  
and Cisco Application Centric Infrastructure (ACI) environments. 

Optimised for data center deployments, providing vSwitch support 
for Cisco and non-Cisco data centers 

Cisco Meraki MX Unified Threat Management (UTM) 

A complete branch networking solution that drastically simplifies 
security management for organizations with distributed sites 

Unified firewall, IPS, switching, wireless LAN, VPN, and remote 
device management in a single, 100% Cloud-managed appliance 

Stateful Next-Generation Firewall, SNORT®-based Intrusion 
Prevention (IPS), Advanced Malware Protection, URL filtering,  
self-healing Auto VPN 

Cisco Firepower  
Next-Generation Firewalls

Cisco ASA Virtual 
Appliance (ASAv) NGFW

Cisco Meraki MX Unified 
Threat Management (UTM)

https://www.cisco.com/c/en/us/products/security/firewalls/index.html#~stickynav=1 
https://www.cisco.com/c/en/us/products/security/firewalls/index.html#~stickynav=1 
https://www.cisco.com/c/en/us/products/security/virtual-adaptive-security-appliance-firewall/index.html
https://www.cisco.com/c/en/us/products/security/virtual-adaptive-security-appliance-firewall/index.html
https://meraki.cisco.com/products/appliances
https://meraki.cisco.com/products/appliances
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Next-Generation Intrusion Prevention 
System (NGIPS)
Inspect network traffic to understand network behaviour, detect traffic 
anomalies, identify and block breaches. 

Cisco Firepower Next-Generation IPS 

Different hardware models to match different throughput needs:  
from campus and enterprise deployments, to Service Providers  
and data centers 

Threat Inspection throughput from 10 Gbps up to 90 Gbps, depending 
on hardware model 

Cisco Virtual Next-Generation IPS for VMware 

Offers a virtualized Cisco Firepower NGIPS solution with full functionality, 
including options for Advanced Malware Protection, Application Visibility 
and Control, URL filtering 

Reclaims the visibility lost when virtualizing and extends Payment Card 
Industry (PCI) compliance to virtual environments 

Threat Inspection throughput up to 800 Mbps

Security Management
Managing network security solutions in complex environments is 
challenging. Cisco offers operational tools to simplify and streamline 
security management.

Cisco Firepower Management Center

Provides unified management over Cisco firewalls (NGFW), application 
control, intrusion prevention (NGIPS), URL filtering, and Advanced 
Malware Protection (AMP)

Easily go from managing the firewall to controlling applications to 
investigating and remediating malware outbreaks

Cisco Defense Orchestrator

Cloud-based Policy Management Solution for Cisco Next-Generation 
Firewalls and NGIPS, including Advanced Malware Protection, and  
Cisco Umbrella

Enforces consistent rules across geographically dispersed locations, 
uncovers and remediates issues such as misconfigurations, duplicate 
policies, enables quick on-boarding of new devices

Cisco Firepower Next-
Generation IPS

Cisco Virtual Next-
Generation IPS for VMware

Cisco Defense Orchestrator

Cisco Firepower 
Management Center

https://www.cisco.com/c/en/us/products/security/ngips/index.html#~stickynav=1
https://www.cisco.com/c/en/us/products/security/ngips/index.html#~stickynav=1
https://www.cisco.com/c/en/us/products/collateral/security/firepower-7000-series-appliances/datasheet-c78-733165.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-7000-series-appliances/datasheet-c78-733165.html
https://www.cisco.com/c/en/us/products/security/defense-orchestrator/index.html
https://www.cisco.com/c/en/us/products/security/firesight-management-center/index.html
https://www.cisco.com/c/en/us/products/security/firesight-management-center/index.html
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Advanced Malware Protection

Cisco Advanced Malware Protection (AMP) goes beyond Point-in-Time 
protection to address the full lifecycle of the malware problem. It offers real-
time malware blocking to prevent breaches (Point-in-Time), but because you 
can’t rely on prevention alone, AMP also continuously analyses file activity 
across the extended network to quickly detect and remove sophisticated 
malware that evaded the front-line defences and got into the network 
(retrospective security). 

Cisco AMP is subscription-based, managed through a web-based 
management console, and can be deployed on a variety of platforms: 

Cisco is a leader for the third year in a row in NSS Lab’s 2016 
Breach Detection test, detecting 100% of malware, exploits, 
and evasions, with the fastest time to detection. 

AMP Family Overview 
cisco.com/go/amp

AMP Threat Grid 
cisco.com/go/amptg

http://cisco.com/go/amp
http://cisco.com/go/amptg
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Network Visibility and Analytics
Gain in-depth insight into everything going on across the network, get real-
time situational awareness of all users, devices and traffic on the network, 
in the data center and in the Cloud. 

Cisco Stealthwatch 

Continuous analysis of real-time NetFlow data to determine whether 
there may be anomalous behavior occurring on the network, dramatically 
improving threat detection and incident response 

Seamless integration with Identity Services Engine (ISE), Cisco TrustSec 
and the Cisco networking portfolio, to use the network as a security 
sensor and policy enforcer 

Identify and appropriately segment critical network assets, as  
well as monitor usage policies, to improve access control and  
regulatory compliance

Cloud Security
Security beyond the perimeter firewall, from the Cloud and for the Cloud: 
Protect users, data, applications, and devices wherever they are. Fast 
implementation, no hardware to install, no software to maintain. 

Cisco Umbrella 

Cloud-delivered network security service protecting users on and off the 
network, anywhere they go, even when not using the VPN 

Offers both DNS and IP Layer Enforcement to block malware, phishing, 
and command & control callbacks over any port or protocol 

Cisco Cloudlock 

Cloud-delivered CASB solution (Cloud Access Security Broker) that 
helps organizations accelerate secure Cloud adoption 

Protects users, data, and apps across Cloud Computing architectures, 
such as SaaS (Software-as-a-Service), Iaas (Infrastructure-as-a- 
Service), PaaS (Platform-as-a-Service, IDaaS (Identity-as-a-Service) 

Cisco Cloudlock

Cisco Umbrella

Cisco Stealthwatch

https://www.cisco.com/c/en/us/products/security/cloudlock/index.html
https://umbrella.cisco.com
https://www.cisco.com/c/en/us/products/security/stealthwatch/index.html
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Web and Email Security
Email and web are the top two attack vectors for malware. Cisco offers 
powerful solutions to protect organizations against malicious email and 
web traffic. 

Cisco Email Security Appliance 

Comes ready to plug-in on premises, with various appliance options, 
including virtual appliance 

Offers Anti-Spam, Anti-Virus, and Phishing protection, Outbreak filters, 
Data Loss Prevention (DLP) and Encryption 

Cisco Cloud Email Security 

A cost-effective, reliable Security-as-a-Service offering that requires 
no on-premise appliance – and therefore no maintenance or upgrades 

Hybrid deployment combines onsite appliance (physical or virtual) and 
Cloud service for organizations that require sensitive data to remain  
on premises 

Cisco Web Security Appliance 

A premises-based Web Security solution, various appliance options, 
including virtual appliance 

Offers Website Reputation Analysis, granular web use policies, 
advanced application visibility and control, including social media 
applications, and Data Loss Prevention 

Cisco Cognitive Threat Analytics 

A cloud-based breach detection solution analysing all forms of web 
traffic, whether over HTTP, HTTPS, or even anonymous protocols such 
as Tor 

Discovers malicious activity that has bypassed the first line of defence, 
or entered through unmonitored channels (like removable media), and  
is now operating inside the organization’s environment 

Cisco Web Security Appliance

Cisco Email Security Appliance

Cisco Cloud Email Security

Cisco Cognitive Threat Analytics

https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html#~stickynav=1
https://www.cisco.com/c/en/us/products/security/email-security/index.html
https://www.cisco.com/c/en/us/products/security/email-security/index.html#~stickynav=1
https://www.cisco.com/c/en/us/products/security/cognitive-threat-analytics/index.html
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Policy and Access
Enhance network visibility and control with identity-aware Secure Access 
and Policy Management solutions. 

Cisco Identity Services Engine (ISE) 

Enables organizations to see and control all users and devices 
connecting to the corporate network, including Bring-Your-Own-Device 
and Guest access. Available as physical or virtual appliance 

Uses Cisco TrustSec software-defined network segmentation  
to enforce policy at the routing and switching layer 

Tightly integrates with a wide range of Technology Partner  
solutions, sharing user and device data for faster threat  
identification and remediation 

Cisco TrustSec 

Network segmentation is essential for protecting critical business 
assets, but traditional IP-based segmentation approaches (VLAN) are 
complex to manage 

TrustSec software-defined network segmentation organizes endpoints 
in security groups based on business roles, not IP addresses, which 
dramatically simplifies policy management 

Tightly integrated with Cisco Identity Services Engine (ISE), and 
embedded in more than 40 Cisco product families many Technology 
Partner products 

Cisco AnyConnect Secure Mobility 

Advanced VPN and remote access solution giving users highly secure 
access to the enterprise network, from any device, in any location 

Works with other Cisco Security Solutions like Cisco Identity Services 
Engine, AMP for Endpoint, Cisco Cloud Web Security, Cisco Firepower 
Firewalls to enable enterprise-wide risk protection 

Integrated Cisco Umbrella functionality delivers always-on security and 
protects users that aren’t connected to the VPN

Cisco Identity Services 
Engine (ISE)

Cisco AnyConnect 
Secure Mobility

Cisco TrustSec

https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
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Security Channel  
Partner Program
Security is one of the fastest-growing segments in the IT industry, and it’s the 
most profitable Cisco architecture for partners. On the following two pages 
you find the information you need to build or grow your security practice. 

Cisco Security Specializations 

Cisco specializations are a key component of the Cisco Channel Partner 
Program. Security Specializations prepare you to sell, design, install, and 
support effective solutions. 
cisco.com/go/specializations 

Security Ignite 

Through the Security Ignite Program, security-specialized partners 
automatically receive additional up-front discounts on new security business.  
www.cisco.com/go/securityignite 

Deal Registration Incentives 

Competition is growing fierce, making it harder to land new business. As a 
Cisco partner, you’ll get the support you need to differentiate your business 
and grow based on the unique value you offer. Our Deal Registration 
incentives offer you discounts to help you stand out from the rest. 
www.cisco.com/go/teaming 

Security Promotions 

Increase your revenue potential with upfront discount and backend payment 
programs, and special promotions that have been designed to help you sell 
Cisco security products and solutions. 
cisco.com/go/promotions -> Filter Category “Security” 

Cisco Rewards 

A Loyalty program open to all registered Cisco partners. Win rewards  
for selling eligible Cisco products and services, and participating in  
qualifying activities. 
cisco.com/go/ciscorewards 

http://cisco.com/go/specializations
http://www.cisco.com/go/securityignite
http://www.cisco.com/go/teaming
http://cisco.com/go/promotions
http://cisco.com/go/ciscorewards
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Marketing & Demand Generation 

The free, ready-to-use marketing campaigns are designed to help you 
effectively market Cisco security products and solutions to your customers. 
www.ciscopartnermarketing.com 

Demoing Cisco Security Solutions 

Cisco dCloud, the Cisco Demo Cloud, provides scripted, customizable  
demo environments labs with complete administrative access. 
dcloud.cisco.com 

Partner Interactive Webinars 

One-hour partner training webinars with sales or technical focus, delivered 
by Cisco security experts. Receive a monthly invitation emailing by sending  
a “subscribe” message to piw_enquiry@cisco.com. 
http://cs.co/SecurityPIW 

SalesConnect 

Use Cisco SalesConnect as a single point of access to quickly find product 
collateral, sales kits, sales skills training, interactive demos, and more. For 
access from mobile devices, download the SalesConnect Mobile App from 
iTunes or Google Play. 
salesconnect.cisco.com 

Security PitchZone 

The Security PitchZone is a free-of-charge education curriculum for Sales 
and Technical roles. Learn what differentiates Cisco, how to position Cisco 
security solutions, qualify opportunities and close business. 
https://communities.cisco.com/docs/DOC-57626 

Continuum 

Keep updated on the most relevant news and stories from the security 
industry. Here you will find the updates and conversations that are driving  
the future of the industry. 
continuum.cisco.com

http://www.ciscopartnermarketing.com
http://dcloud.cisco.com
http://cs.co/SecurityPIW
https://salesconnect.cisco.com/open.html?h=PAGE-157
https://communities.cisco.com/docs/DOC-57626
http://continuum.cisco.com
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For More Information
Security Partner Community
https://communities.cisco.com/community/partner/security/emear

Cisco Security Blog
blogs.cisco.com/security

Partner Support
www.cisco.com/web/partners/support

Training & Certification
www.cisco.com/web/learning

Certification Tracking
cisco.pearsoncred.com

Competitive Information
www.cisco.com/web/partners/sell/competitive

Cisco Security Intelligence Operations
tools.cisco.com/security/center/home.x

Selling Cisco Umbrella (formerly OpenDNS Partner Portal)
https://communities.cisco.com/docs/DOC-64565

https://communities.cisco.com/community/partner/security/emear
http://blogs.cisco.com/security
http://www.cisco.com/web/partners/support
http://www.cisco.com/web/learning
http://cisco.pearsoncred.com
http://www.cisco.com/web/partners/sell/competitive
http://tools.cisco.com/security/center/home.x
https://communities.cisco.com/docs/DOC-64565
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Glossary
Point-in-Time Security 
Baseline security methods used by foundational security technologies 
(Firewall, IPS, A/V) that scan files or determine if a connection is permitted 
once, at an initial point in time, to determine a malware disposition or 
malicious intent. An essential element of security, point-in-time should be 
supplemented with continuous analysis capabilities since malware can now 
evade point-in-time scans and once evaded, malware infiltrates the network 
and is difficult to locate, let alone eradicate. 

Continuous Analysis 
Aggregation of data across the extended network and use of big data 
analytics for continuous, pervasive file tracking and analysis. This amounts  
to a ‘continuous’ capability that persists even after the file has moved into the 
network or between endpoints. Should a file have passed through – because 
it was considered harmless initially - but is later identified as malicious, the 
file can be retrospectively identified, the scope of compromise determined, 
the outbreak contained, and the malware remediated. 

Retrospective Security 
The use of continuous analysis to alert on and remediate files initially  
deemed safe that are later determined to be malicious. Retrospective security 
determines the scope of outbreaks, contains them and ultimately turns back 
the clock to automatically remediate malware. Cisco Advanced Malware 
Protection (AMP) offers both Point-in-Time and Retrospective Security. 

Network Visibility 
A real-time, accurate picture of devices, users, applications, data and  
the relationships between them. Couples collected data with analytics 
to provide context and make sense of the raw data, turning the data into 
actionable information. 

Compliance and Regulation 
Regulatory bodies are requiring tighter security and privacy controls than 
ever before, which is affecting a growing number of industries. If unable to 
effectively and efficiently meet these requirements, an organization’s ability 
to participate in the Digital Economy will be limited dramatically. 

Security Point Products vs. Integrated Security Architecture 
Organizations should avoid what is called accidental architecture, i.e.  
buying solutions (even if they are best of breed) when a problem arises  
and patching them into the network. Think holistically, and consider how  
the existing products and new technologies will integrate to become part  
of a system (intentional architecture). Silos created by point solutions lead  
to unnecessary operational cost and the risk of visibility gaps. 
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Internet of Things (IoT) 
The Internet of Things (IoT) is an ever growing network of physical, internet-
enabled objects that communicate with each other. Linked through wired 
and wireless networks they enable processes and business models never 
available before. According to studies conducted by the Cisco Internet 
Business Solutions Group (IBSG), the IoT was “born” sometime between 
2008 and 2009, the point in time when more things and objects were 
connected to the Internet than people. 

Digital Transformation 
The use of digital technology to build new business models, services, 
software, and systems that results in more profitable revenue, greater 
competitive advantage, and higher efficiency. Businesses achieve this  
by transforming their traditional business models. 

Digital Business 
“Digital business is the creation of new business designs that not only 
connect people and business, but also connect people and business with 
things to drive revenue and efficiency. Digital business helps to eliminate 
barriers that now exist among industry segments while creating new value 
chains and opportunities that traditional businesses cannot offer.” 
- Gartner, 2015

Cybersecurity models need to radically change to provide the right level of 
protection for this connected world. Regulatory bodies are requiring tighter 
security and privacy controls than ever before. If unable to effectively and 
efficiently meet these requirements, an organization’s ability to participate  
in the Digital Economy will be limited dramatically. 
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Internet of Things (IoT) is a concept that makes Digital 
Business possible. IoT refers to objects that are able to 
communicate and interact with the external environment. 
Digital Transformation is the process of turning traditional 
business models into digital business models 
Digital Business combines and leverages advances 
in Enterprise Networks, Security, Data Center, Cloud, 
Collaboration, IoT, and Analytics 

http://www.cisco.com/go/trademarks

